Aggregate signatures allow n signatures on n distinct messages from n distinct signers to be aggregated into a single signature that convinces any verifier that n signers do indeed sign the n messages, respectively. The major advantage of utilizing aggregate signatures is to address the security of data and save bandwidth and computations in sensor networks. Recently, people discuss aggregate signature in certificateless public key setting. But some existing certificateless aggregate signature schemes are not secure.
Preliminaries

Bilinear Maps and Complexity Assumption
Let 1 G and 2 G be additive group and multiplicative group of the same prime q order, respectively. A map 1 1 2 : e G G G  is called a bilinear map if it satisfies the following properties:
(1) Bilinear: ( , ) ( , ) ab e aP bQ e P Q  for all 1 ,
(2) Non-degeneracy: There exists 1 , P Q G  such that ( , ) 1 e P Q  . (3) Computable: There exists an efficient algorithm to compute ( , ) e P Q for any 1 ,
Computational Diffie-Hellman (CDH) Problem: Given a generator P of an additive cyclic group G with order q , and given ( , ) aP bP for unknown , q a b Z   , to compute abP .
Definition of Certificateless Aggregate Signature Schemes
In accordance with [16] , A certificateless aggregate signature scheme includes a KGC, an aggregating set U of n users 1 ,, n UU and an aggregate signature generator. There 57 i ID , a parameter list params and a master-key, outputs the user's partial private key i D .
Userkeygen: An algorithm run by a user, given the user's identity 
Security Model of Certificateless Aggregate Signature Schemes
Based on the security model of certificateless signature scheme [1] , there are two types adversaries 1
A and 2
A for CLAS. A queries the public key of a user (whose identity is i ID ) of his choice. S outputs the public key i P for this user.
Secret-Value queries: When 2
A queries a user's (whose identity is i ID ) secret value, S outputs the secret value i x for the user.
Sign queries: When 2
A queries a user's (whose identity is i ID ) signature on a message 
Brief review of Zhang et al.'s Scheme
In [16] , Zhang et al. proposed an efficient certificateless aggregate signature scheme that consists of the following six algorithms.
Setup: Given a security parameter l, the KGC chooses a cyclic additive group 1 G which is generated by P with prime order q , chooses a cyclic multiplicative group 2 G of the same order and a bilinear map . It generates the partial private key for the user as follows: ii xD , the signer, whose identity is i ID and the corresponding public key is i P , first chooses a state information  (for our scheme, we can choose some elements of the system parameters as  ), then performs the following steps:
(1) Chooses a random * iq rZ  , compute = ii R r P . 
Attack on Zhang et al.'s Scheme
According to the concept of inside attack on aggregate signature proposed in [17, 18] 
.
In fact, 
A New Certificateless Aggregate Signature Scheme
To overcome the flaw of Zhang et al. scheme [16] The system parameter list is   1  2  1  2  3  4   ( , , , 
Security Proof Theorem 1.
In the random oracle model, our certificateless aggregate scheme is existentially unforgeable against type 1 adversary under the assumption that the CDH problem in 1 G is intractable.
Proof. Let 1
S be a CDH attacker who receives a random instance ( , , ) P aP bP of the CDH problem in 1 G . 1 A a type 1 adversary who interacts with 1 S as modeled in Game 1.
We show how 1 S may use 1 A to solve the CDH problem, i.e. to compute abP . 
and adds ( , , , , , ) Copyright ⓒ 2016 SERSC
Conclusion
In this paper, we analyze the security of Zhang et al.'s certificateless aggregate signature scheme, give an improved certificateless aggregate signature scheme, and prove that the new scheme is existentially unforgeable under adaptive chosen-message attacks assuming the computational Diffie-Hellman problem is hard. Furthermore, in signing equation of the new scheme, user's partial private key and secret value are directly combined with the signed message. So, the new scheme is also secure against some inside forgery attack. The new scheme may have applications where many different certificateless signatures need to be compressed into one single small-size signature.
